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ABSTRACT

With the recent increase in spending growth in the IoT sector worldwide, the importance of lightweight block ciphers to
encrypt them is also increasing. The lightweight block cipher PIPO algorithm proposed in ICISC 2020 is an SPN-structured
cipher using an unbalanced bridge structure. The white box attack model refers to a state in which an attacker may know
the intermediate value of the encryption operation. As a technique to cope with this, Chow et al. proposed a white box
implementation technique and applied it to DES and AES in 2002. In this paper, we propose a white box PIPO applying a
white box implementation to a lightweight block cipher PIPO algorithm. In the white box PIPO, the size of the table
decreased by about 5.8 times and the calculation time decreased by about 17 times compared to the white box AES
proposed by Chow and others. In addition, white box PIPO was used for mobile security products, and experimental results
for each test case according to the scope of application are presented.
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Table 1. Block Cipher PIPO

. Block size Key size
Algorithm (bit) (bit) Round
PIPO-128 64 128 13
PIPO-256 64 256 17
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Algorithm. n-bit nonlinear encoding
(Fisher-Yates Shuffle)

input | X=(x{0],x[1],..,X[N—1]). N=(1<n)

output | X=(x[0],x[1], ,XIN—1]). N=(1<n)

. for i=0 to N—1
Xlil<i
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Fig. 5. n-bit nonlinear encoding (Fisher-Yates
Shuffle)

Algorithm. n-bit nonlinear encoding inverse

input | X=(Xx[0],x[1],..,X[N—1]). N=(1<n)

output | X=(Xx]0],X{1],..,X[N—1]). N=(1<n)

1. for i=0 to N—1

2. Y{X[i]]<i

Fig. 6. n-bit nonlinear encoding inverse
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X=zllz, - llz 5, z;: 4-bit (0<i<16)
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1. for i=0 to 15
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Fig. 7. Table Lookup Encoding
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Table 2. Size by operation table

Operation Input Output Size
Table (bit) (bit) (bit)
AND;M 8 4 1024
OR/""" 8 4 1024
XOR}"M* 8 4 1024
NOTH 4 4 64
ROL*M" 8 4 1024

Table 3. Table size of WB-PIPO and Chow
WB-AES

: Key Size Table Size
White Box (bit) Round (byte)
WB-PIPO 128 13 133,344

Ene. 256 17 174,368
WB-PIPO 128 13 136,656

Dec. 256 17 178,704
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